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Today’s objectives
Review Zero Knowledge Proofs
Construct ZK for circuit satisfiability problem

e From Garbled Circuits

* Via "MPC in the Head”



What is a zero-knowledge proof?
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Completeness: If x € £ and if P and V are honest, then V accepts
the proof (except with negligible probability)
“P can prove true things”

Soundness: If x € £, even malicious P cannot cause honest V to

accept the proof
“P cannot prove false things”

Zero Knowledge: “V learns nothing except that the thing is true”
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Graph 3-Coloring
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ZK Proof system for 3-colorability

Statement: a graph
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Basic cryptographic
® ® tool: Commitments




Setting General-Purpose Tools
GMW Protocol
Multi-party

Semi-honest Security

Multi-round
Malicious Security

Garbled Circuit

Zero Knowledge Constant Round
Two Party
Primitives

Oblivious Transfer
Pseudorandom functions/encryption
Commitments
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Zero Knowledge Proofs
of Circuit Satisfiability

Zero-Knowledge Using Garbled Circuits

or How To Prove Non-Algebraic Statements Efficiently’
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ABSTRACT

Zero-knowledge protocols are one of the furdamental con-
cents in modern cryptography and have countless applica-
tions. However, after more taan 30 years from their intro-
duction, there are anly very few langnages (essentially those
with a group structure) for which we can construct zero.
knowledge protocols that sre eficient encugh to be used in
practice.

In this paper we address the problem of how to construe:
efficient zero-knowledge protecals for generic languages and
we propose a prolocol based on Yao's garbkad circuit bechs-
nique.

The motivation for our work is that in many cry>tographic
applicatians it is useful 10 be able to prove efficiently stete-
menis of the form e.g, "l know z s.t. ¥y = SHA-256(z2)" tor
a common input y ‘or other “urstructured” languages), bu:
no efficiert pretocols for this task are currently known.

It is clear that zero-knowledge s a subset of secure two-
party computaticn fi.(.. any El’OlOCOl for FENSTIC S2CAre com-
putation can be used to do zero-knowledge). The main con-
tribution of this paper is to construct an efficient protocol
for the special case of secure two-party eomputation where
only one pasty has input (like in “he zaro-knowledge case).
The protocel achieves active secunity and is essentially oaly
twice as dow s the passive secoare vorsion of Yao's garbled
circuit protocal. This is a grear improvement with respec:
to the cuf-n-chovse technique ‘o make Yao's protocsl ac-
tively secure, where the conplexity grows linearly with Lhe
securily parameton.,

Categories and Subject Descriptors

DA.6 [Operating Systems|: Sccurity and Protection
Crygptographic controls; C.2.4 [Computer-Communicasion
Netwaorks): Distributed Systems—disirtouted applications

*A full version of this paper is aveilable at [JKO13).
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1. INTRODUCTION

Zera-knowledge (ZK ] protocols have countless applications
in cryptography and therefore efficiency is of paramoun: im-
portance. Consequently, a huge effort has been put into
designing efficient ZK protocols for specific tasks In par-
ticular there ar2 very effizient protocnls far languagss with
some algebraic structure. There are, for mstance, efficient
pratocols for proving knowledge and relations of discrete log-
erithns [Sch89, CDS94|, for provirg that RSA public keys
gre well formed [OM)], for statements in post-quantum
cryptography [BD1C, JKPT12, MV(3], for bilinear equa-
tions |GS512, GSW10, for shuffes [BG12, KMW12] ard frame-
works for modular design of zcro-knowledge protocols [CKS11].

Howcver, generic corstructions for ZK protoenls use Karp
reducrions to NI’-complete languages and are therefore too
impractical 0 be used in practice, Io particular, so far
there has been no practical solution W problens that do
not exhibit an algebraic structure. Examples for proto-
cols that could be used in many cryplographic applications
gre eg., the problem of efficiently proving statemen:s of
the form *I know z st. y = SHA-256(z)” or “[ know k
st. y. = AESi(y2)" (the common inpat is y in the first
example and (y, ¥2) in the second)’.

In this work we provide a seneric and efficien! solution
for proving any such statements in zero-knowledge, >y con-
structing a protocol based on Yao's garbed erenits tech-
nique The complexity of our protocol is proportional to the
size of the circuit of the NP verficatior function To sup.
port the walidity of our efficiency claim, we present also a
proof-of-conecspi implementation of our protoccl. The per-
formance measurements cf our prototypical implementation
show Lhe viability of our protocdd for realistic problems,

1.1 Zero-Knowledge and 2PC

Zero-knowledge proofs were introducec more than 30 vears
ége by Galdwasser, Micah and Rackoff [GMRE35]. A zero-
knowledge argument (ZK) is ar interactive protocol that
gllows a prover P 1o persuade a verifier V of the valid-
ity of some NF s;atement y by using the knowledze of a
witness w. Informally, an honest prover should be able to

"Note that in both cases the prover is not only shiowing Usst
the stance belongs to the language (both languages are
trivial), but moreover that the prover knows o salid witnees
for this. So these proafs are meaningful as we beliove that
it is hard to compute such s witness




Refresher: Garbled Circuits
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Enc(Kg, Enc(K?, Kg))
Enc(Kc(l), Enc(K., KC(,)))
Enc(K;, Enc(K?, Kg))
Enc(K;, Enc(K., K(}))



Zero Knowledge proof of circuit satisfiability

Proof system allows proofs of the form “this circuit is satisfiable”

There exists an input J
s.t. the circuit outputs 1

Statement:

Witnhess:
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Zero Knowledge proof of circuit satisfiability

Proof system allows proofs of the form “this circuit is satisfiable”

There exists an input J
s.t. the circuit outputs 1

Statement: Boolean circuit C

Witness: A string x s.t. C(x) = 1
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Zero Knowledge proof of circuit satisfiability

Proof system allows proofs of the form “this circuit is satisfiable”

There exists an input J
s.t. the circuit outputs 1

Statement: Boolean circuit C

Witness: A string x s.t. C(x) = 1

It is relatively easy to compile arbitrary provable (NP) statements to circuits
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Zero Knowledge from Garbled Circuits
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Zero Knowledge from Garbled Circuits

Verifier X

Intuition: Garbled Circuit provides natural
protection against cheating evaluator



Zero Knowledge from Garbled Circuits
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Intuition: Garbled Circuit provides natural
protection against cheating evaluator

Just force evaluator to evaluate a garbling of C; the
fact that she can come up with an output key that

encodes | is convincing evidence she has a witness
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Verifier
Garbler

Enc(Kc(l), Enc(K?, Kg))
Enc(K), Enc(K}, K?))
Enc(K;, Enc(K?, K(?))
Enc(K;, Enc(K., Kcl))
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Verifier

Enc(Kc(l), Enc(K?, KCO))
Enc(K), Enc(K}, K?))
Enc(K;, Enc(K?, Kg))
Enc(K;, Enc(K., Kcl))
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Completeness?

From correctness of GC

Soundness?

From authenticity of GC



Zero Knowledge from Garbled Circuits

Completeness?

From correctness of GC

Soundness?

From authenticity of GC
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Completeness?

From correctness of GC

Soundness?

From authenticity of GC

Zero Knowledge?

Verifier is forced to produce a valid GC, and sees only the
encoding of a one output key
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Zero-Knowledge from Secure Multiparty Computation®

Yuval Ishai' Eyal Kushilevitz' Rafail Ostrovsky" Amit Sahai Y

Abstract

A zero-knowledge proof allows a prover to convince a verifier of an assertion without revealing any
further information beyond the fact that the assertion is true. Secure multiparty computation allows n
mutually suspicious players to jointly compute a function of their local inputs without revealing to any ¢
corrupted players additional information beyond the output of the function.

We present a new general connection between these two fundamental notions.  Specifically, we
present a general construction of a zero-knowledge proof for an NP relation R{x, w) which only makes a
black-box use of any secure protocol for a related multi-party functionality f. The latter protocol is only
required to be secure against a small number of “honest but curious™ players. We also present a variant
of the basic construction that can leverage security against a large number of maliciows players to obtain
better efficiency.

As an application, one can translate previous results on the efficiency of secure multiparty com-
putation to the domain of zero-knowledge, improving over previous constructions of efficient zero-
knowledge proofs. In particular, if verifying R on a witness of length m can be done by a circuit '
of size s, and assuming one-way functions exist, we get the following types of zero-knowledge proof
protocols:

o Approaching the witness length. If ' has constant depth over A, V, @&, — gates of unbounded
fan-in, we get a zero-knowledge proof protocol with communication complexity m - poly(k) -
polylog(s), where k is a security parameter.

o “Constant-rate” zero-knowledge. For an arbitrary circuit C' of size s and a bounded fan-in, we
get a zero-knowledge protocol with communication complexity O(s) + poly(k, log s). Thus, for
large circuits, the ratio between the communication complexity and the circuit size approaches a
constant, This improves over the O ks) complexity of the best previous protocols.

Keywords: Cryptography, zero-knowledge, secure computation, black-box reductions
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Ligero: Lightweight Sublinear Arguments
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“Meta”-quality of some kinds
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ABSTRACT

We design and implement a simple zero-knowledge argument pro-

tocol for NP whose communication complexity is proportional te
the square-root of the verificition circuit size. The protocol can
be based on any collisien-resistant hash function. Alternatively, it
can be made nor-interactive ir. the random cracle model, yielding
concretely efficient zk-SNARK; that do not require a trusted setup
or public-key crvptography.

Our protocol 1s attractive not only for very large veniication

circuits but also for mederately large circuits that arise in appli-

Carmit Hazay
Ear-Ilan University
cambamyG of cryptography
Muthuramakr:shnan Venkitasubramaniam
University of Rechester
muthuv@cs.rochzster.edu

a concretely efficient argument protocol for NP whose communi-
sation somplexity is proportional to the square root of the size of
a circuit verifying the NP witness. Our argument system is in fact
a zero-knowledge argument of knowledge. and it only requires
the verifier to send public coins to the prover. The latter feature
impliesthat it can be made non-interactive via the Fiat-Shamir trans-
torm [19), yielding an efficient implementation ol zero-knowlecge
succinct non-interactive arguments of knowledge 12k-SNARKs [11])
without a trusted actup.,

To put our work in the proper context, we give some relevant
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Statements: Boolean circuit satisfiability

Witness: circuit input causing circuit to output 1

45



ZK from MPC in the Head

Statements: Boolean circuit satisfiability

Witness: circuit input causing circuit to output 1

C
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secret shares
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XD X D x, =X
secret shares
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Parties compute C(x, D x; D x,)
using the GMW protocol
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Completeness?
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Completeness?

Correctness of GMW
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Zero Knowledge?
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Zero Knowledge?

Security of GMW
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Soundness?
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Soundness?

To cheat, P must corrupt
at least one edge

A
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“Open parties 0 and 2”

A A
tO 7‘0 t2 7‘2

ﬁ
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Soundness?

To cheat, P must corrupt
at least one edge

A

com(E.7,)

A

com(jZl.7 )

N

com(jzal.7»)

“Open parties 0 and 2”

By opening an edge, V
has probability at least
1/3 to catch cheating P P

A A
tO 7‘0 t2 7‘2

ﬁ
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Soundness?

To cheat, P must corrupt
at least one edge

A

com(E.7,)

A

com(jZl.7 )

N

com(jzal.7»)

“Open parties 0 and 2”

By opening an edge, V
has probability at least a .
1/3 to catch cheating P P 0 2

Repeat to obtain desired I

soundness 60
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@ l Oblivious Transfer l @

Do virtual parties need to run an actual OT .
protocol using public key cryptography? . ~ H
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@ l Oblivious Transfer l @

Do virtual parties need to run an actual OT .
protocol using public key cryptography? .
~
No! P can act as a trusted third party; V

just needs to check that the inputs/
outputs of OT are consistent

P
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Note, V's random choice Is
made after P commits

A This is a public

com(ESl.r .
{0 &0 coin protocol
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How To Prove Yourself:
Practical Solutions to Identification

and Signature Problems

Amos Fiat and Adi Shamir
Department of Applied Mathomatles
The Weizmann Institute of Science
Rehavet 76100, Iarael

Abstract.

Tr this paper we describe simple identifcation and sigrnature schemes which enable any user

to prove Lis identity and the sutheaticity of his messages o any olther user without shased

r pudllc keys, The schames are provably sesure agnirat asy knawn ar chesan memage attack

if factoring is difeu’t, and typical implementations require caly 1% te 4% of the aumber of

medular mulliplications required by the RSA acheme. Due to thei= simplicity, secusity and speed,

these schemes are ideally snited for microprocessor-based devices such as swart cards, Dersanal
cvaaputers, aad remole conirol systems,

1. Introduciion

Creating urforgeable 1D cards based on the emerging techoology of zmart cards is an -
portant preblem with numercns commercial and militesy applications. The problem becorres
particulazly challenging when the two partizs (the praver A and the verifier B) are adversarles,
and we want to make it imnposs.ble for £ o wosrepresent bimsed as A even aller he wilnesses and
verifies arditrarily many proofs of identity generated by A Typical applications include passparis
(which are often inspected and photocopied by Lostile governments) . credil cards (whose 2umbers
can be copicd ‘0 blank cards or usad over the phane), camputer passwerds [whick are vulaerable
to hackers and wire tappwss) sad wilitsry command snd conirol syelems [whose lecminals oy
fall into enemy hands). We distingulsh between three levels of pratsetion

L) Authenticathon schemes: A can prove o B thal he 5 A, but somecne else canpol prove

tc B that he is A.

2} Jentification schemes: A can prove to 2 that he is A, but J cannot prove to someone
else that he is A,

3] Signature sehemes: A ean prove te B that he is A, but B canrat ssove even to himaelf
that he is A,

Authcnticazion schemes ars usafi| anly agairst external thraats when A nnd B cooperate.
The distinction between identilication and signature schiees & subtle, and manilests iwsalf cainly
wher the proaf is interactive and the verifier lator wanta te prove its existence to a judge: Tn iden-
tiSeation achemes H can create a credible franscript of an imaginary comcunication by carefully
chocsing bolh the guestions and the answers In the dlalcg, while In zignature schemes only real
commurication with A could gererate a credible transrips, However, in many commercial and
militery applications Lhe main problem is to ceteet forgeries in real time and to deny the service,

AAL Dl rba (Bl ke Addvacces an Dryptodogy « CEY PO 86 CNES J08, gy 186194 1KY
© Spange«Verlng Baln Hedelbeg 1957

—w

Fiat Shamir Heuristic

Public coin ZK can be
made non-interactive

commitment

challenge

response
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Abhstract.

Tr this paper we describe simple identifcation and sigrnature schemes which enable any user

to prove Lis identity and the sutheaticity of his messages o any olther user without shased

r pudllc keys, The schames are provably sesure agnirat asy knawn ar chesan memage attack

if factoring is difeu’t, and typical implementations require caly 1% te 4% of the aumber of

mwuular mulliplications required by the RSA scheme. Due to thel= simplicity, secusity and speed,

these schemes are ideally snited for microprocessor-based devices such as swart cards, Dersanal
cvaaputers, aad remole conirol systems,

1. Introduciion

Creating urforgeable 1D cards based on the emerging techoology of zmart cards is an -
portant preblem with numercns commercial and militesy applications. The problem becorres
particulazly challenging when the two partizs (the praver A and the verifier B) are adversarles,
and we want to make it impossible for £ lo cosrepresent bimsed as A even after he wilnesses and
verifies arditrarily many proofs of identity generated by A Typical applications include passparis
(which are often inspected and photocopied by Lostile governments) . credil cards (whose 2umbers
can be copicd ‘0 blank cards or usad over the phane), camputer passwerds [whick are vulaerable
to hackers and wire tappwss) sad wilitsry command snd conirol syelems [whose lecminals oy
fall into enemy hands). We distingulsh between three levels of pratsetiar

L) Authentication schemes A can prove lo B thal he 5 A, but somecne else cancol prove

tc B that he is A.

2} Jentification schemes: A can prove to 2 that he is A, but J cannot prove to someone
else that he is A,

3] Signature sehemes: A ean prove te B that he is A, but B canrat ssove even to himaelf
that he is A,

Authcnticazion schemes ars usafi| anly agairst external thraats when A nnd B cooperate.
The distinction between identilication and signature schieanes & subtle, and manilests 1eall casinly
wher the proaf is interactive and the verifier lator wanta te prove its existence to a judge: Tn iden-
tiSeation achemes H can create a credible franscript of an imaginary comcunication by carefully
chousing bolh the questicns and the amswers In the dlaleg, while In zignature schemes only real
commurication with A could gererate a credible transrips, However, in many commercial and
miitary applications Lhe main problem is to deseet forgeries in real time and to deny the service,

AAL Dl rba (Bl ke Addvacces an Dryptodogy « CEY PO 86 CNES J08, gy 186194 1KY
© Spange«Verlng Baln Hedelbeg 1957

_——'aw

Fiat Shamir Heuristic

Public coin ZK can be
made non-interactive

Imple idea: P can choose
the challenge itself

commitment

challenge

response

66




How To Prove Yourself:
Practical Solutions to Identification
and Signature Problems

Amos Fiat and Adi Shamir
Department of Applied Mathomatles
The Weizmann Institute of Science
Rehavet 76100, farael

Abhstract.

Tr this paper we describe simple identifcation and sigrnature schemes which enable any user

to prove Lis identity and the sutheaticity of his messages o any olther user without shased

r pudllc keys, The scharmes are provably sesure agninat asy knawn ar chesan memsage attack

if factoring is difcn’t, and typical implementations require caly 1% tc 4% of the aumber of

mwuular mulliplications required by the RSA scheme. Due to thel= simplicity, secusity and speed,

these schemes are ideally smited for microprocessor-based devices such as smart cards, persanal
cvaaputers, aad remole conirol systems,

1. Introduciion

Creating urforgeable 1D cards based on the emerging techoology of zmart cards is an -
portant preblem with numercns commercial and militesy applications. The problem becorres
particulazly challenging when the two partizs (the praver A and the verifier B) are adversarles,
and we want to make it impossible for £ lo cosrepresent bimsed as A even after he wilnesses and
verifies arditrarily many proofs of identity generated by A Typical applications include passparis
(which are often inspected and photocopied by Lostile governments) . credil cards (whose 2umbers
can be copicd ‘0 blank cards or usad over the phane), camputer passwerds [whick are vulaerable
to hackers and wire tappwss) sad wilitsry command snd conirol syelems [whose lecminals oy
fall into enemy hands). We distingulsh between three levels of pratsetiorn

L) Authentication schemes A can prove lo B thal he 5 A, but somecne else cancol prove
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3] Signature sehemes: A ean prove te B that he is A, but B canrat ssove even to himaelf
that he is A,

Authcnticazion schemes ars usafi| anly agairst external thraats when A nnd B cooperate.
The distinction between identilication and signature schieanes & subtle, and manilests 1eall casinly
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ZK from MPC in the Head

P runs an MPC protocol in its head to
calculate transcripts

V challenges a subset of the transcripts

P opens, and therefore is caught with some
probabillity if cheating

P can commit to multiple repetitions of the
protocol to amplify soundness

P can calculate its own challenges using a
hash function (Fiat Shamir)
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Today’s objectives
Review Zero Knowledge Proofs
Construct ZK for circuit satisfiability problem

e From Garbled Circuits

* Via "MPC in the Head”



